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Abstract

Operatingsystemsmust be e xible in their support
for securitypolicies,providing suf cient mechanismgor
supportingthe wide variety of real-world securitypoli-
cies. Such e xibility requirescontrolling the propaga-
tion of accessights,enforcing ne-grainedaccessights
andsupportingthe revocationof previously grantedac-
cessrights. Previous systemsarelackingin atleastone
of theseareas. In this paperwe presentan operating
systemsecurityarchitecturehat solvestheseproblems.
Control over propagationis provided by ensuringthat
the securitypolicy is consultedfor every securitydeci-
sion. This controlis achiezedwithout signi cant perfor
mancedegradatiorthroughtheuseof a securitydecision
cachingmechanisnthatensuresconsistentiew of pol-
icy decisions.Both ne-grainedaccessightsandrevo-
cationsupportare provided by mechanismshat are di-
rectly integratedinto the service-preiding components
of the system. The architectureis describedthrough
its prototypeimplementationin the Flask microkernel-
basedoperatingsystem,andthe policy e xibility of the
prototypeis evaluated. We presentinitial evidencethat
the architectures impacton both performanceandcode
compleity is modest.Moreover, our architecturas ap-
plicableto mary othertypesof operatingsystemsand
ervironments.

1 Intr oduction

A phenomenagrowth in connectity throughthe In-
ternethasmadecomputersecuritya paramountoncern,
but no single de nition of securitysufces. Different
computingernvironments,and the applicationsthat run
in them, have differentsecurityrequirements.Because
ary notion of securityis capturedn the expressiorof a
securitypolicy, thereis aneedfor mary differentpolicies
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andevenmary typesof policies[1, 43, 48]. To begen-
erally acceptableary computersecurity solution must
be e xible enoughto supportthis wide rangeof security
policies. Evenin the distributedernvironmentsof today
this policy e xibility mustbe supportedby the security
mechanismsf the operatingsystem32].

Supportingpolicy e xibility in theoperatingsystems

a hardproblemthat goesbeyond just supportingmulti-

ple policies. The systemmustbe capableof supporting

ne-grainedaccesgontrolson low-level objectsusedto

perform highekrlevel functions controlled by the secu-
rity policy. Additionally, the systemmust ensurethat
the propagationof accesgightsis in accordancewith
the securitypolicy. Lastly, policiesarenot, in general,
static. To copewith policy change®r dynamicpolicies,
the systemmusthave a mechanisnfor revoking previ-
ously grantedaccesgights. Earlier systemshave pro-
vided mechanismshatallow severalsecuritypoliciesto

be supportedput they areinadequatedo generallysup-
portpolicy e xibility becausé¢hey fail to addresstleast
oneof thesethreeareas.

This paperdescribesan operatingsystemsecurityar
chitectureghatdemonstratethefeasibility of policy e x-
ibility. This is doneby presentingts prototypeimple-
mentation,the Flask microkernel-basedperatingsys-
tem, that successfullyovercomegheseobstaclego pol-
icy e xibility. The cleanerseparatiorof mechanisnand
policy speci ed in the security architectureenablesa
richer setof securitypoliciesto be supportedwith less
policy-speci ¢ customizationthan has previously been
possible Flaskincludesa securitypolicy senerto make
accesgontrol decisionsand a framework in the micro-
kernel and other object managersn the systemto en-
force thoseaccessontrol decisions.Althoughthe pro-
totypesystemis microkernel-basedhe securitymecha-
nismsdo not dependon a microkernelarchitectureand
will easilygeneralizebeyondit.

Theresultingsystenprovidespolicy e xibility. It sup-
ports a wide variety of policies. It controlsthe prop-
agationof accessrights by ensuringthat the security
policy is consultedfor every accesslecision. Enforce-
ment mechanismsgdirectly integratedinto the service-
providing componentsf thesystemgnablene-grained



accesgontrolsand dynamicpolicy supportthatallows
therevocationof previously grantedaccessights. Initial

performanceesultsaswell asstatisticsonthescaleand
invasvenes®f thecodechangesndicatethattheimpact
of policy e xible securityon the systemcanbekeptto a
minimum.

The remainderof the paperbegins by elaboratingon
the meaningof policy e xibility. After a discussiorof
why two popularmechanism&mplo/ed in systemsto
provide securityare limiting to policy e xibility, some
relatedwork is described The Flaskarchitecturds then
presentedhrougha discussionof its prototypedesign
andimplementation.The paperconcludeswith aneval-
uationof the policy e xibility of the system,anassess-
mentof the performancempact,anda discussiorof the
scaleandinvasvenes®f the Flaskchanges.

2 Policy Flexibility

When rst attemptingto de ne securitypolicy e xi-
bility, it is temptingto generatea list of all known secu-
rity policiesandde ne e xibility throughthatlist. This
ensureghatthe de nition will re ect areal-world view
of the degreeof e xibility. Unfortunately this simplis-
tic de nition is unrealistic. Real-world securitypolices
in computersystemsarelimited by themechanismsur-
rently providedin suchsystemsandit is notalwaysclear
how securitypoliciesenforcedn the“pencil-and-paper”
world translateo computersystemsif atall [3, 48]. As
such,abetterde nition is needed.

It is moreusefulto de ne securitypolicy e xibility by
viewing a computersystemabstractlyasa statemachine
performingatomicoperationgo transitionfrom onestate
to the next. Within suchamodel,asystemcouldbe con-
sideredto provide total securitypolicy e xibility if the
securitypolicy caninterposeatomically on ary opera-
tion performedby the system allowing the operationto
proceedderying the operationor eveninjectingopera-
tionsof its own. In suchasystemthesecuritypolicy can
male its decisionsusingknowledgeof the entirecurrent
systemstate wherethe currentsystemstatecanbe con-
sideredo encompasthe history of the system.Because
it is possibleto interposeon all accessequestsit is pos-
sibleto modify theexisting securitypolicy andto revoke
ary previously grantedaccess.

This secondde nition more correctly capturesthe
essencef policy e xibility, but practicalconsiderations
forceaslightly morelimited point of view. It is unlikely
that a real systemcould basesecuritypolicy decisions
for all possibleoperationson the entire currentsystem
state. Instead,a more realistic approachis to identify
that portion of the systemstatethatis potentiallysecu-
rity relevantandto control operationghat affect or are
affectedby that portion of the state. The degreeof e x-

ibility in sucha systemwill naturallydependuponthe
completenessf boththesetof controlledoperationsand
theportionof the currentsystemstatethatis availableto
the securitypolicy. Furthermorethe granularityof the
controlledoperationsaffectsthe degreeof e xibility be-
causeit impactsthe granularityat which sharingcanbe
controlled.

This descriptiorof policy e xibility seemdimiting in
threeways. It allows someoperationgo proceedutside
of the control of the securitypolicy, restrictsthe opera-
tionsthatmaybeinjectedby thesecuritypolicy, andper
mits somesystemstateto exist beyondthe scopeof the
securitypolicy. In actuality eachof theseapparentimi-
tationsis a desirablepropertysincemary of theinternal
operationgindstateof ary systemareof noapparentse
or concernto ary securitypolicy. Section6.1 will dis-
cusshow thesdimitationswereinterpretedor the Flask
system.

A systemthat is policy e xible mustbe capableof
supportinga wide variety of securitypolicies. Security
policiesmaybeclassi edaccordingo certaincharacter
istics, including suchthingsas: the needto revoke pre-
viously grantedaccesseshe type of input requiredto
make accesslecisionsthe sensitvity of policy decisions
to externalfactorslike history or ervironment,andthe
transitvity of accesslecisiong43, Sec.6]. Theremain-
der of this sectionfocuseson revocation,which is the
mostdif cult of thesecharacteristicto support.

Since even the simplest security policies undego
change(e.g., as userauthorizationschange),a policy
e xible systemmust be capableof supportingpolicy
changes.Sincepolicy changesnay beinterleaved with
the executionof controlledoperationsthereis the risk
that the systemwill enforceaccessights accordingto
an obsoletepolicy. Thus,theremustbe effective atom-
icity in theinterlearing of policy changesandcontrolled
operations.

The fundamentadif culty in achieving this atomic-
ity is ensuringthat previously grantedpermissionsan
berevokedasrequiredby a policy change Whena per
missionis to be revoked, the systemmust ensurethat
ary servicecontrolledby the permissiorwill no longer
be providedunlessthe permissionis latergrantedagain.
Revocationcanbeavery dif cult propertyto satisfybe-
causepermissionspncegranted have atendeng to mi-
gratethroughouthe system.Therevocationmechanism
mustguaranteg¢hatall of thesemigratedpermissionsre
indeedrevoked.

A basicexampleof a migratedpermissiorsurfacesn
Unix. The accesddecisionfor writing to a le is per
formedwhenthat le is openedandthegrantedpermis-
sionis cachedn the le descriptionfor ef cient valida-
tion of write accessduring write operations.Revoking



write accesgo that le in Unix only preventsfuture at-
temptsto openthe le with write accessndhasno effect
onthemigratedpermissionsn existing le descriptions.
This revocationsupportmay be insufcient to meetthe
needsof a securitypolicy. This type of situationis not
uncommon,and migratedpermissionscan be found in
otherplacesthroughouta systemincluding: capabilities,
accessightsin pagetables,openlPC connectionsand
operationgurrentlyin progress More complicatedsys-
temsarelik ely to yield moreplacego whichpermissions
canmigrate.

In mostcasesrevocationcanbeaccomplishedimply
by alteringa datastructure. However, it is more com-
plicatedto revoke a permissiorwhenthereis anopera-
tion in progresghathaschecledthe permissioralready
Therevocationmechanisnmustbeabletoidentify all in-
progresoperationsaffectedby suchrevocationrequests
anddealwith eachof themin oneof threepossiblevays.
The rst is to abortthe in-progresoperation returning
anerror status.Alternately it could be restartedallow-
ing anothercheckfor theretractedoermission.Thethird
optionis justto wait for the operationto completeonits
own. In generalonly the rst two aresafe. Only when
thesystencanguarante¢hattheoperatiorcancomplete
without causingthe revocationrequestto block inde -
nitely (e.g., if all appropriatalatastructurehave already
beenlockedandthereareno externaldependencieshay
thethird optionbetaken. Thisis critical becausélock-
ing the revocationeffectively deniesthe revocationre-
guestandcauses securityviolation.

3 Insuf ciency of Popular Mechanisms

This sectiondiscusseswo popularmechanismshat
are often employed to provide securityto systemsand
thereasonsvhy both arelimiting to policy e xibility in
normalusage However, eachhasbene tsdespitdts lim-
itations,andboth canbe usedwithin Flaskin restricted
waysthatallow someof their bene tswithoutincurring
their limitations.

3.1 Capability-BasedSystems

The goal of a singleoperatingsystemmechanisnta-
pable of supportinga wide rangeof security policies
is not a new goal. The Hydra operatingsystemdevel-
opedin the 1970's separatedts accesscontrol mecha-
nismsfrom the de nition of its securitypolicy [29, 52].
Hydra was a capability-basedystem,althoughthe de-
velopersof the systemrecognizedthe limitations of a
simplecapabilitymodelandintroducedseveralenhance-
mentsto thebasiccapabilitymechanismsTheHydraap-
proachwastaken evenfurtherby the KeyKOS[40] and
EROS [47] systems.Thoughpopular capabilitymech-
anismsare poorly suitedto providing policy e xibility,

becausdhey allow the holderof a capabilityto control
the direct propagatiorof that capability whereasa crit-

ical requirementor supportingsecuritypoliciesis the
ability to controlthe propagatiorof accessightsin ac-
cordancewith the policy. Theenhancementstroduced
by HydraandKeyKOSareintendedo limit suchpropa-
gation,but theresultingsystemsstill generallyonly sup-
port the speci ¢ policiesthey were designedo satisfy

at the costof signi cant compleity thatdiminishesthe
attractionof the capabilitymodelin the rst place.

Primarily with an interestin solving the problem
of supporting a multilevel security policy within a
capability-basedystema few capability-basedystems
(e.g., SCAP[25], ICAP [18], TrustedMach [4]) intro-
ducedmechanismghat validatedevery propagationor
use of a capability againstthe security policy. Kain
andLandwehr[23] developeda taxonomyto character
ize suchsystemsin thesesystemsthe simplicity of the
capabilitymechanismis retained but capabilitiessene
only asa leastprivilege mechanisnratherthana mech-
anismfor recordingandpropagatinghe securitypolicy.
This is a potentiallyvaluableuseof capabilities. How-
ever, the designsfor thesesystemsdo not de ne the
mechanism®y which the securitypolicy is queriedto
validatecapabilitiesandthosemechanismsareessential
to providing policy e xibility. The Flaskarchitecturele-
scribedin this papercould be employedto provide the
securitydecisionsneededo validatethe capabilitiesin
thesesystemsln the Flaskprototype the architecturas
usedin exactly thisway.

3.2 Intercepting Requests

A commonapproachusedto add securityto a sys-
tem s to interceptservicerequestsor to otherwisein-
terposea layer of security code betweenall applica-
tions and the operatingsystem(e.g., Kernel Hypervi-
sors[37], SPIN [20]), or betweenparticular applica-
tionsor setsof applicationge.g., L3/L4 [30], Lava[22],
KeySAFE[28]). Thismaybedonein capabilitysystems
or non-capabilitysystemsandwhenappliedto anoper
ating systemthe securitylayer may lie within the oper
atingsystemitself (asin Spring[36]) or in acomponent
outsideof the operatingsystemto which all requestare
redirectedasin Janugq17]).

However, this approacthassomeseriouslimitations.
In orderto addsecurityby interceptingrequeststhe ex-
isting functionalinterface must exposeall abstractions
and information o ws that the security policy wishes
to control. To avoid maintainingredundanstatein the
accesscontrol layer, the functional interface must en-
surethatall security-relgantattributesareeitherdirectly
available as parameter®r easily derived from parame-
ters. A policy thatrequireghe useof someinternalstate



of theobjectmanageasaninputto thedecisioncannot
be implementedvithout eitherchangingthe manageto
exportthe stateor, if possiblereplicatingthe stateman-
agemenin the enforceritself. The level of abstraction
provided by the interfacemay be inappropriateor may
causedif culties in guaranteeinginiquenes®r atomic-
ity. Forexample typicalname-basedallssuffer fromis-
suesof aliasing,multi-componentookups,andpreserv-
ing the tranquility of the name-to-objectmappingfrom
the time-of-checkto the time-of-use. Finally, this ap-
proachis limited in that the securitylayer canonly af-
fectthe operationof the systemasrequestpassthrough
it. Hence,it is oftenimpossiblefor the systento re ect
subsequenthangego the securitypolicy, in particular
therevocationof migratedpermissions.

As wasthe casewith capabilities,implementingac-
cesscontrol within a securitylayer is a goodapproach
whenthesedisadwantagesanbeavoidedthroughtheuse
of othermechanismsHowever, it is importantto recog-
nize that othermechanismsire necessaryoften mecha-
nismsthat are moreinvasie thaninterceptingrequests,
in orderto provide ary degreeof e xibility in supporting
securitypolicies.

4 RelatedWork

The previous sectiondescribedthe relationshipbe-
tween Flask and a variety of efforts that involved
capability-basedystemsor theinterceptionof requests.
Thissectiondescribesherelationshibetweer-laskand
otherefforts not previously mentioned We focuson the
researcimostdirectlyrelatedto Flask,althoughthereare
mary otherefforts with somerelationto ourwork.

The securityarchitectureof the Flask systemis de-
rived from the architectureof our previous prototype
systemDTOS [35], which hadsimilar goals. However,
while the DTOS securitymechanismsvereindependent
of any particularsecuritypolicy, the mechanismsvere
notsufciently rich to supportsomepolicies[43], espe-
cially dynamicsecuritypolicies.

At the highestlevel of abstractionthe e xible secu-
rity modelfor Flaskis consistentwith the Generalized
Framevork for AccessControl (GFAC) [2]. However,
the GFAC modelassumeshatall controlledoperations
in thesystemareperformedn thesameatomicoperation
in whichthepolicy is consultedwhichis verydif cult to
achievein a practicalsystemandis the primary obstacle
thatthe Flasksystemhashadto overcome.

The speci c issueof revocationis not a new issuein
operatingsystendesign althoughit hasrecevedsurpris-
ingly little recognition.Multics [39] effectively provided
immediaterevocationof all memorypermissionsy in-
validating segmentdescriptors.Redelland Fabry [42],
Karger [24] and Gong[18] all describeapproachesor

revoking previously grantedcapabilities,though none
were actually implemented. Spring [49] implemented
a capability revocationtechnique,thoughonly the ca-
pabilitieswererevoked, not migratedpermissions.Re-
vocationof memory permissionss naturally provided
by microkernel-basedystemswith externalpagingsup-
port, suchas Mach [31], thoughrevocationis not ex-
tendedto otherpermissions.DTOS providedthe secu-
rity senerwith the ability to remove permissiongrevi-
ouslygrantedandstoredin the microkernel's permission
cache.However, exceptfor memorypermissionsvhere
Mach's mechanismgould be used,DTOS did not pro-
vide for revocationof migratedpermission$38].

The Flask prototype is implemented within a
microkernel-basedoperating system with hardware-
enforcedaddressspaceseparationbetweenprocesses.
Severalrecentefforts (e.g., SPIN[5], VINO [46] andthe
Javaprotectionmodelsin [50]) have presentedoftware-
enforcedprocessseparation. The distinctionis essen-
tially irrelevantfor the Flaskarchitecture t is essential
thatsomeform of separatiorbetweerprocessebe pro-
vided, but the particularmechanisnis not mandatedy
the Flaskarchitecture.The generalapplicability of key
aspectof the Flask architectureto other systemswas
concretelydemonstratedby the adoptionof the DTOS
architecturen the securityframevork of SPIN[20]. In-
deed,we believe the abstracFlaskarchitectureandthe
lessonst teachescanbe appliedto softwareotherthan
operatingsystems,such as middlewvare or distributed
systemsalthoughof coursevulnerabilityto insecurities
in theunderlyingoperatingsystemsvould remain.

5 Flask Designand Implementation

Thissectionde nesthecomponentsf the Flasksecu-
rity architectureandidenti es therequirement®n each
componeninecessaryo meetthe goalsof the system.
The Flasksecurityarchitectures describecherein the
context of itsimplementationwvithin amicrokernel-based
multisener operatingsystem.However, the securityar
chitectureonly requireghattheoperatingsysteminclude
a referencemonitor [16, Ch. 10]. In particular the ar
chitecturerequiresthe completenesandisolationprop-
erties,althoughveri ability is alsoultimately necessary
for con dencein ary implementatiorof thearchitecture.

The Flask prototype was derived from the Fluke
microkernel-basedperatingsystem{14]. TheFluke mi-
crokernelis especiallywell-suitedfor implementingthe
Flaskarchitecturelueto its lack of globalresource§14]
andthe atomicpropertiesof its API [13]. However, the
original Fluke systemwas capability-baseédndwasnot
in itself adequatdéo meetthe requirement®f the Flask
architecture.

The remainderof this sectionstartsby providing an
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Figurel: TheFlaskarchitecture Componentsvhich enforcesecu-
rity policy decisionsarereferredto asobjectmanajers. Components
which provide securitydecisiondo the objectmanagersrereferredto
assecurityserves. Thedecisionmakingsubsystenmayincludeother
componentsuchasadministratre interfacesandpolicy databasegut
the interfacesamongthesecomponentsre policy-dependenand are
thereforenot addressebly thearchitecture.

overview of the Flask architecture. Then, it describes
generakupportmechanismsequiredfor the basicFlask
architecture. It discusseshe speci ¢ changegequired
for the microkernel. It explainshow the complications
causedy the needfor revocationwere overcome.This
sectionendsby describinghe prototypesecuritysener.

5.1 Architecture Overview

The Flasksecurityarchitecturd44], asshavn in Fig-
urel, describesheinteractiondetweersubsystemthat
enforcesecuritypolicy decisionsanda subsystemvhich
malkesthosedecisionsandtherequirementsnthecom-
ponentswithin eachsubsystemThe primarygoal of the
architectureis to provide for e xibility in the security
policy by ensuringthat thesesubsystemslways have
a consistenwiew of policy decisionsregardlessof how
thosedecisionsare madeor how they may changeover
time. Secondargoalsfor thearchitecturencludeappli-
cationtranspareng defense-in-deptlgaseof assurance,
andminimal performanceémpact.

TheFlasksecurityarchitecturgrovidesthreeprimary
elementsfor object managers. First, the architecture
provides interfacesfor retrieving access,labeling and
polyinstantiationdecisionsfrom a securitysener. Ac-
cesdlecisionsspecifywhethera particularpermissioris
grantecbetweertwo entities typically betweerasubject
andanobject.Labelingdecisionsspecifythesecurityat-
tributesto beassignedo anobject.Polyinstantiatiorde-
cisionsspecifywhich memberof a polyinstantiatedset
of resourceshouldbe accessedbr a particularrequest.
Secondthearchitecturgrovidesanaccess/ectorcache
(AVC) modulethat allows the objectmanagetto cache
accesglecisiongo minimizethe performanceverhead.
Third, thearchitecturgrovidesobjectmanagersheabil-
ity to registerto receve noti cations of changedo the

securitypolicy.

Objectmanagersreresponsibldor de ning a mech-
anismfor assigninglabelsto their objects. A control
policy, which speci eshow securitydecisionsare used
to control the servicesprovided by the objectmanager
mustbe de ned andimplementedby eachobjectman-
ager This control policy addressethreatsin the most
generalfashionby providing the security policy with
controlover all servicegprovidedby the objectmanager
andby permittingthesecontrolsto becon gurablebased
on threat. Eachobject managemustde ne handling
routineswhich arecalledin responséo policy changes.
For all usesof polyinstantiation,eachobject manager
mustde ne themechanisniby whichthe properinstanti-
ationof aresourcas chosen.

5.2 General Support Mechanisms

This sectiondescribesgeneralsupportmechanisms
that were introducedfor all of the object managersn
orderto supportpolicy e xibility. Despitethe simplic-
ity of the Flaskarchitecturesomesubtletiesarisein the
implementationaswill bediscussedbelow.

5.2.1 ObjectLabeling All objectsthatarecontrolled
by the securitypolicy are also labeledby the security
policy with a setof securityattributes,referredto asa
securitycontet. A fundamentaissuein the architec-
tureis how the associatiorbetweerobjectsandsecurity
contets is maintained.The simplestsolutionwould be
to de ne assinglepolicy-independentiatatype whichis
partof thedataassociateevith eachobject.However, no
singledatatypeis well-suitedto all of the differingways
in whichlabelsareusedin asystem.TheFlaskarchitec-
ture addressethesecon icting needsby providing two
policy-independendatatypesfor labeling.

A securitycontet, the rst policy-independentiata
type,is avariable-lengthstringwhich canbeinterpreted
by ary applicationor userwith an understandin@f the
securitypolicy. A securitycontext might consistof sev-
eral attributes, suchas a useridentity, a classi cation
level, arole andatype enforcemenf6] domain,but this
dependson the particular security policy. As long as
it is treatedas an opaquestring, a securitycontect can
be handledby anobjectmanagemwithoutcompromising
the policy e xibility of the objectmanager However,
usingsecuritycontexts for labelingand policy decision
lookupswouldbeinef cient andwouldincreasehelik e-
lihood of policy-speci ¢ logic beingintroducednto the
objectmanagers.

The secondpolicy-independentlatatype, the secu-
rity identi er (SID), is de ned by Flaskto be a x ed-
sizevaluewhich canbe interpretedonly by the security
senerandis mappedy the securitysenerto a particu-
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Figure 2. Objectlabelingin Flask. A client requestghe creation
of anew objectfrom anobjectmanagerandthe microkernelsupplies
the objectmanagewith the SID of the client. The objectmanager
sendsa requestfor a SID for the nev objectto the security sener,
with the SID of the client, the SID of a relatedobjectandthe object
type as parametersThe securitysener consultsthe labelingrulesin
the policy logic, determines securitycontext for the new object,and
returnsa SID that corresponddo that securitycontext. Finally, the
objectmanagebindsthereturnedSID to thenew object.

lar securitycontext. Possessioor knowledgeof a SID
for agivensecuritycontext doesnotgrantary authoriza-
tion for that securitycontext. The SID mappingcannot
be assumedo be consistenticrossexecutions(reboots)
of the securitysener nor acrosssecuritysenerson dif-
ferentnodes. ConsequentlySIDs may be lightweight;
in theimplementationSIDs are simply 32-bit integers.
Thereis no speci ed internalstructureto a SID; ary in-
ternalstructurds known only by thesecuritysener. The
SID allows mostobjectmanageinteractiongo beinde-
pendenbf not just the contentbut eventhe formatof a
securitycontext, simplifying objectlabelingandthein-
terfacesthat coordinatethe securitypolicy betweenthe
securitysener andobjectmanagersHowever, in some
casessuchaslabelingpersistenbbjectsor labelingob-
jectswhich areexportedto othernodespbjectmanagers
musthandlesecuritycontets. Thisis describedurther
in thediscussiorof the le senerandnetwork senerin
SectionA.1 andSectionA.2.

Whenanobjectis createdit is assigne@SID thatrep-
resentshesecuritycontext in whichtheobjectis created.
This context typically dependsipontheclientrequesting
theobjectcreationanduponthe environmentin whichit
is created.For example,the securitycontet of a newly
createdle is dependentiponthe securitycontext of the
directoryin whichit is createdandthesecuritycontext of
theclientthatrequestedts creation.Sincethe computa-
tion of asecuritycontet for anew or transformeabbject
mayinvolve policy-speci clogic, it cannoteperformed
by theobjectmanageitself. Thelabelingof anew object
is depictedn Figure2. For somesecuritypolicies,such
asan ORCONpolicy [19, 34], the securitypolicy may

needto uniquelydistinguishsubjectsandobjectsof cer
tain classe®venif they arecreatedn the samesecurity
contet. For suchpolicies,the SID mustbe computed
from the securitycontext anda uniqueidenti er chosen
by thesecuritysener.

5.2.2 Client and Server Identi cation  Objectman-
ageramustbeableto identify the SID of a clientmaking
arequestwhenthis SID is partof a securitydecision.It
is alsousefulfor clientsto be ableto identify the SID of
asenerto ensureghata serviceis requestedrom anap-
propriatesener. Hence,the Flaskarchitecturerequires
thatthe underlyingsystemprovide someform of client
and sener identi cation for interprocesscommunica-
tion (IPC). However, this featureis not completewith-
outproviding theclientandsenera meansof overriding
theiridenti cation. For instancethe needof a subjectto
limit its privilegeswhenmakinga requeston behalf of
anothersubjectis onejusti cation for capability-based
mechanismB21]. In additionto limiting privileges,over
riding the actualidenti cation can be usedto provide
anorymity in communicationsr to allow for transparent
interposition,suchasthrougha network IPC senercon-
nectingtheclientandsenerin adistributedsysten{11].

TheFlaskmicrokernelprovidesthis servicedirectlyas
partof IPC processingtatherthanrelying uponcompli-
catedand potentially expensve external authentication
protocolssuchasthosein SpringandtheHurd [7]. The
microkernelprovidesthe SID of the client to the sener
alongwith theclient'srequestTheclientcanidentify the
SID of thesener by makingakernelcall onthe capabil-
ity to be usedfor communicationWhenmakinganIPC
requesttheclientcanspecifyadifferentSID asits effec-
tive SID to overrideits identi cation to the sener. The
sener canalsospecifyan effective SID whenpreparing
toreceverequestslin bothcasespermissiorto specifya
particulareffective SID is decidedby the securitysener
and enforcedby the microkernel. Thus,the Flask mi-
crokernelsupportghe basicaccessontrolandlabeling
operationsrequiredfor the architectureandit provides
the exibility neededfor leastprivilege, anorymity or
transpareninterposition.

5.2.3 Requesting and Caching Security Decisions
In the simplestimplementationthe objectmanageican
make a requesto the securitysener every time a secu-
rity decisionis neededHowever, to alleviatethe perfor
mancempactof communicatingvith the securitysener
for eachdecisionandof the computatiorof thedecision
within thesecuritysener, theFlaskarchitecturgrovides
cachingof securitydecisionswithin the objectmanager
Thecachingmechanism Flaskprovide muchmore
than simply cachingindividual securitydecisions. The
accesyectorcache(AVC) module,whichis acommon
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Figure 3: Requestingand cachingsecurity decisionsin Flask. A
client requestghe modi cation of an existing objectfrom an object
manager The objectmanageiqueriesits access/ector cache(AVC)
modulefor anaccessuling for the (client SID, objectSID, requested
permissionsiriple. If novalid entryexists,thenthe AVC modulesends
anaccesgjueryto the securitysener. The securitysener consultshe
accessulesin thepolicy logic, determinesinaccessuling, andreturns
theaccessuling to the AVC module.

library sharedby the objectmanagersprovidesfor the
coordinationof the policy betweenthe objectmanager
andthesecuritysener. Thiscoordinatioraddresseloth
requestdrom the object managerfor policy decisions
andrequest$rom thesecuritysener for policy changes.
The rst of theseis discussedn this section,while the
seconds discussedh Section5.4.

For a typical controlledoperationin Flask,an object
managemustdeterminewvhethera subjectis allowedto
access objectwith somepermissionor setof permis-
sions. The sequenc®f requestingand cachingsecurity
decisionss depictedn Figure3. To minimizethe over
headof securitycomputationsndrequeststhe security
sener can provide more decisionsthan requestedand
the AVC modulewill storethesedecisiondor futureuse.
Whenarequesfor a securitydecisionis recevedby the
securitysener, it will returnthecurrentstateof thesecu-
rity policy for asetof permissionsvith anaccess/ector.
An accessectoris a collection of relatedpermissions
for the pair of SIDs providedto the securitysener. For
instanceall le accesgermissionsare groupedinto a
singleacceswector

5.2.4 Polyinstantiation Support A security policy
may needto restrict the sharingof a x ed resource
amongclientsby polyinstantiatingheresourceandpar
titioning the clientsinto setswhich cansharethe same
instantiationof the resource. For example, multi-level
secureUnix systemdrequentlypartitionthe /tmp direc-
tory, maintainingseparatesubdirectoriegor eachsecu-
rity level [51]; the correspondingsolutionfor Flaskis
discussedn SectionA.1. A similarissueariseswith the

[ Client (SID C) ]

(C) \[) Create Object Request

Object Manager

Objects

SID/Context
Map

!

¥

|
I
I
|
|
|
| Security Server
|
|
|
I
I
|
|

Policy Logic
Member Ruleg

Member SID !
(SID, SID, Obj Type) Mbr SID|Request

Enforcement: Policy

Figure4: Polyinstantiatiorin Flask.A clientrequestshecreationof
anew objectfrom anobjectmanagerandthe microkernelsupplieshe
objectmanagewith the SID of theclient. Theobjectmanagesendsa
requesfor a SID for themembembjectto the securitysener, with the
SID of theclient, the SID of the polyinstantiateabjectandthe object
type asparametersThe securitysener consultsthe polyinstantiation
rulesin thepolicy logic, determines securitycontet for themembey
andreturnsa SID that corresponddgo that securitycontet. Finally,
the objectmanagerselectsa memberbasedon the returnedSID, and
createghe objectasa child of themember

TCP or UDP port spacesasdiscussedn SectionA.2.

TheFlaskarchitecturesupportgolyinstantiatiorby pro-
viding an interface by which the security sener may
identify which instantiationcanbe accessetly a partic-
ularclient. Boththeclientandtheinstanceareidenti ed

by SIDs. The instantiationsarereferredto asmembes.

The generakequencef selectinga membelis depicted
in Figure4.

5.3 Microkernel-speci ¢ Features

Theprevioussectiongdescribedhe securityfunctions
thatarecommonto all of the Flaskobjectmanagersin
this section,we discussthe speci ¢ featuresthat have
beenaddedto the microkernel. Supportfor revocation,
however, will bediscussedeparatelyn Sections.4. The
speci ¢ featuresthat were addedto someof the other
Flaskobjectmanageraredescribedn AppendixA.

Dueto the requirement®f Fluke's architecturegach
active kernelobjectis associatedavith a small chunkof
physicalmemory [14]. Though“memory” is not it-
self an object within the microkernel, the microkernel
providesthe baseservicefor memorymanagemenand
bindsa SID to eachmemorysegment. The SID of each
kernelobjectis identicalto the SID of the memorysey-
mentwith which it is associated.This relationshipbe-
tweenthelabelof memoryandthelabelof kernelobjects
associatewvith thatmemorypermitsthe Flaskmicroker-
nel controlsto leveragethe existing protectionmodel of
Fluke, ratherthanintroducingan orthogonalprotection



SOURCE TARGET PERMISSION
ClientSID Effective ClientSID | SpecifyClient

Sener SID Effective SenerSID | SpecifySerer

Effective ClientSID | Effective SenerSID | Connect

Tablel: Permissiorrequirementsgor anIPC connectionto exist.
The specifypermissionareonly requiredwhena subjectspeci esan
effective SID. If a subjectdoesnot specifyan effective SID, thenits
effective SID is equalto its actualSID.

modelasin DTOS. However, it alsocreatesa potential
lossof labeling e xibility, sincethe memoryallocation
granularityis muchcoarsetthanthe allocationgranular
ity for kernelobjects.

Flaskprovidesdirect securitypolicy control over the
propagationof memoryaccessnodesby associatinga
Flask permissionwith eachmode,basedon the SID of
the addresspaceandthe SID of the memoryseggment.
Thesememoryaccessnodesalso act as capabilitiesto
kernelobjectsassociatedvith the memory During the
initial attemptto accessnappedmemory the microker
nel veri es thatthe securitypolicy explicitly grantsper
missionfor eachrequestedccessnode. Memory per
missionscannotbecomputechtthelevel of ary interface
in Fluke, and are computednsteadduring pagefaults;
hence thesecontrolsprovide an examplewheremerely
interceptingrequestswvould be insufcient.  Sincethe
SID of amemorysegmentis not allowedto changethe
Flask permissionseedonly be revalidatedif a policy
changeoccurs asdiscussedn Section5.4.

In Fluke, a port referencesenes as a capability for
performinganIPC to a senerthreadwaiting onthecor-
respondingport set. Control over propagatiorin Fluke
may be performedthrough typical interpositiontech-
nigues. In contrast,Flask providesdirect control over
the useof suchport referencedy only allowing anIPC
connectiorbetweentwo subjectdf the appropriatger
missionshavnin Tablel aresatis ed. Thesalirectcon-
trols permitthe policy to regulatethe useof capabilities,
addressinghe concernf Section3.1.

An interestingaspectof the Flask microkernelis the
controlsthat are imposedon relationshipetweenob-
jects. In Fluke, theserelationshipsare de ned through
theuseof objectreferencese.g. thestateof athreadcon-
tainsan addressspacereference).Unfortunately these
referencesreusedn mary differentways,in contrasto
theway in which readandwrite accessnodesareused
to control accesdo kernelobjects. For example,a ref-
erenceto an addressspacemay be usedto map mem-

ory into the spaceor to export memoryfrom the space.

Hence,Flaskintroducesseparateontrolsover thesere-
lationshipsandprovides ner -grainedcontrolthanFluke.
Someof the controlssimply requirethe two objectsto

have equal SIDs, while othersinvolve explicit permis-
sions,asdescribedn detailin [44, Sec.3].

5.4 Revocation Support Mechanisms

The mostdif cult complicationin the Flaskarchitec-
ture is thatthe objectmanager®ffectively keepa local
copy of certainsecuritydecisions both explicitly in an
accessvector cacheand implicitly in the form of mi-
gratedpermissions.Thereforea changeto the security
policy requirescoordinationbetweerthe securitysener
andthe objectmanagerdo ensurethattheir representa-
tionsof the policy areconsistentThis sectionis devoted
to a moredetaileddiscussiorof the requirementsn the
component®f the architectureduringa changen secu-
rity policy.

The needfor effective atomicity statedin Section2 is
achieved by imposingtwo requirement®n the system.
The rst is thataftercompletionof a policy changethe
behaior of the objectmanagemustre ect thatchange.
No furthercontrolledoperationsequiringarevokedper
missioncan be performedwithout a subsequenpolicy
change The secondequirements thatobjectmanagers
mustcompletepolicy changesn atimely manner

This rst requirementis only a requirementon the
objectmanagershut it resultsin effective atomicity of
system-widepolicy when coupledwith a well-de ned
protocolbetweerthesecuritysener andthe objectman-
agers. This protocolinvolvesthreesteps. First, the se-
curity sener noti es all objectmanagershat may have
beenpreviously provided ary portion of the policy that
haschanged. Second eachobject managemupdatests
internal stateto re ect the change.Finally, eachobject
managemoti es the security sener that the changeis
complete. Sequencenumbersare usedto addresshe
interleaving of messageproviding policy decisionsto
theobjectmanagersindmessagerequestinghangeso
thepolicy. Boththe synchronizatiomprotocol,which has
beenimplementedandanalternatve approactbasecn
theoriesof databaseconsisteng are describedn [45,
Sec.6]. The latter solution was dravn from a model
of transactionatonsistenyg, but solutionsrelatedto dis-
tributed sharedmemory consisteng may also sere as
usefulmodels.

The last stepof the protocolis essentiato support
policiesthatrequirepolicy changego occurin a partic-
ular order For instancea policy may requirethat cer
tain permissionse revoked prior to grantingnew per
missions. The securitysener cannotconsidera policy
changeto be completeduntil it is completedby all af-
fectedobjectmanagers.This allows effective atomicity
of system-widepolicy changesincethe securitysener
candeterminevhenthepolicy changéds effective for all
relevantobjectmanagers.
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Figure5: A revocationof microkernelpermissionsUponreceiptof
arevocationrequestrom the securitysener, the microkernel rst up-
datesits acceswvectorcache andthenproceedso examinethreadand
memorystateandperformrevocationsasnecessaryThe atomicprop-
ertiesof Fluke wereleveragedo easeémplementatiorof therevocation
mechanism.

Thisprotocoldoesnotimposeanundueburdenin state
managemenbn the securitysener. The numberof ob-
jectmanagers mary systemss relatively smallandthe
only transactionsvhich requireadditionalstatearethose
whereanobjectmanageinitially issuesanaccessjuery
for a permissionthat is granted. Furthermore the se-
curity sener may track permissiongrantingsat various
granularitiesto reducethe amountof staterecordedby
thesecuritysener.

Theform of atomicity providedby theprotocolis rea-
sonablebecausef the timelinessrequiremenimposed
on the objectmanagersIt mustnot be possiblefor the
revocationrequesto bearbitrarily delayedby actionsof
untrustedsoftware. Eachobjectmanagemustbe capa-
ble of updatingits own statewithout beinginde nitely
blockedby its clients. Whenthis timelinessequirement
is generalizedor system-widgpolicy changesit alsoin-
volvestwo otherelementsof the system:the microker-
nel, which mustprovide timely communicatiorbetween
the securitysener andobjectmanagersandthe sched-
uler, which mustprovide the objectmanagemwith CPU
resources.

The generalAVC modulehandlegheinitial process-
ing of all policy changerequestsand updateshe cache
appropriatelyTheonly otheroperatiorthatmustbe per
formedis revocationof migratedpermissionsAfter up-
datingthecachethe AVC moduleinvokesary callbacks
which have beenregisteredby theobjectmanagefor re-
voking migratedpermissions.The le sener supports
revocationof permissionsvhich have migratedinto le
descriptionobjects but currentlylackssupportfor inter
rupting in-progressoperations. Completecallbacksfor
revoking migratedpermissionshave currentlybeenim-
plementecbnly within the Flaskmicrokernel,asshovn
in Figure5.

Two propertiesof the Fluke API simplify revocation
in the microkernel:it providespromptandcompleteex-

portability of threadstateand guaranteeshatall kernel
operationsare eitheratomic or cleanly subdvided into
uservisible atomic stageq13]. The rst propertyper
mits the kernelrevocationmechanisnio assesshe ker-
nel's state,including operationscurrently in progress.
The revocationmechanismmay safely wait for opera-
tions currentlyin progresgo completeor restartdueto
the promptnesguaranteeThe secondpropertypermits
Flaskpermissiorchecksto be encapsulateth the same
atomicoperatiorastheservicethatthey control,thereby
avoidingary occurrencesf theserviceafterarevocation
requeshascompleted.

5.5 The Security Sewver

As statedearlier the securityseneris requiredto pro-
vide securitypolicy decisionsto maintainthe mapping
betweenSIDs and security contets, to provide SIDs
for newly createdobjects,to provide SIDs of member
objects,and to manageobject manageraccessvector
caches. Additionally, most security policy sener im-
plementationsvill provide functionalityfor loadingand
changingpolicies. A securitysener might also bene-
t from providing its own cachingmechanismin addi-
tion to thosecontainedin the objectmanagersto hold
the resultsof accescomputations.This may prove ad-
vantageoudecausehe securitysener canimprove its
responsdime by using cachedresultsfrom previous,
potentiallyexpensve, accestomputationsequestedy
ary client.

The securitysener alsois typically a policy enforcer
over its own services.First of all, if the securitysener
providesinterfacesfor changingthe policy, it musten-
force the policy over which subjectscanaccesshis in-
terface.Secondit maylimit thesubjectghatcanrequest
policy information.Thisis especiallyimportantin apol-
icy wherepermissiorrequestalter the policy, suchasa
dynamiccon ict of interestpolicy. If thecon dentiality
of the policy informationis important,thenobjectman-
agerghatcachepolicy informationmustalsoberespon-
siblefor its protection.

In adistributedor networkedervironment,it is tempt-
ing to suggestthat the security sener of eachnode
merely act as a local cacheof the ernvironments pol-
icy. However, to supportheterogeneougolicy environ-
ments,it is desirablefor eachnodeto have its own secu-
rity senerwith alocally de ned policy componentyith
somedegreeof coordinationat a higherlevel. Evenin a
homogeneoupolicy environment,a coreportion of the
securitypolicy mustbe locally de ned for the nodein
orderto securelybootstrapghe systeminto a statewhere
it may consultthe ervironments policy. The develop-
mentof a distributedsecurityserer for coordinatinghe
pernodesecuritysenerswithin anervironmentremains



as future work. For mary policies, the securitysener
shouldeasilybe scalableandreplicable sincemostpoli-
cieswill requirelittle interactionamongthe individual
nodes'securityseners. However, somesecurity poli-
cies,suchashistory-basegbolicies,mayrequiregreater
coordinatioramongthe securityseners.

The securitypolicy encapsulatedy the Flask secu-
rity seneris de ned througha combinationof its code
anda policy database Any securitypolicy thatcanbe
expressedhroughthe prototypes policy databasean-
guagemay be implementedsimply by alteringthe pol-
icy databaseSupportingadditionalsecuritypoliciesre-
quires changegto the security sener's internal policy
frameavork throughcode changesor by completelyre-
placingthe securitysener. It is importantto notethat
evensecuritypoliciesthatrequirealteringthecodeof the
securitysener do not requireary changego the object
managers.

The current Flask security sener prototype imple-
mentsa security policy that is a combinationof four
subpolicies: multi-level security (MLS) [3], type en-
forcemen{6], identity-basedccesgontrolanddynamic
role-basedaccessontrol (RBAC) [10]. The accesgle-
cisionsprovidedby the securitysener mustmeetthere-
guirement®f eachof thesefour subpolicies.The policy
logic for themulti-level securitypolicy is largelyde ned
throughthe securitysener code,asidefrom the labels
themseles. The policy logic for the othersubpoliciess
primarily de ned throughthe policy databaséanguage.
Thesefour subpoliciesarenot all the policiessupported
by the architectureor its implementationin Flask. They
were chosenfor implementationin the security sener
prototypein orderto exercisethe major featuresof the
architecture.

Becausethe Flask effort hasfocusedon policy en-
forcementmechanismsand the coordinationbetween
thesemechanismsindthe securitypolicy, the setof ad-
ditional securitypoliciesthatcanbeimplementedsolely
throughchangedo this policy databasés currentlylim-
ited. Thisis simply a shortcomingof the currentproto-
type ratherthana characteristiof the architecture.We
have yet to explore the developmentof a more expres-
sive policy speci cation languageor policy con gura-
tion tool for Flask. Sucha tool would facilitatethe def-
inition of new securitypoliciesin the currentprototype.
Therehave beensereralrecentprojectsthatdo consider
e xible tools for con guring the securitypolicies (e.qg.,
Adage[53], ASP[8], DynamicDTE [15], ARBAC [41])
that nicely complementthe Flask effort by potentially
providing waysto managehe mechanismgrovided by
Flask.

6 Results

This sectiondescribegheresultsof the effort in three
areas: policy e xibility, performancempact, and the
scaleandinvasivenes®f thecodechanges.

6.1 Flexibility in the Flask Implementation

We evaluatethe policy e xibility thatthe systempro-
videsbaseduponthe descriptionof policy e xibility in
Section2. Themostimportantcriteriondiscussedh that
sectionwas“atomicity,” i.e., the ability of the systemto
ensurethat all operationsin the systemare controlled
with respecto the currentsecuritypolicy. Section5.4
describedchow the Flaskarchitectureprovidesan effec-
tive atomicityfor policy changesandhow the microker-
nel in particularachieves atomicity for policy changes
relatingto its objects. Achieving this atomicity for the
otherobjectmanagersemaingo bedone.

Section2 alsoidenti es three other potential weak-
nessesn policy e xibility. The rst is therangeof oper
ationsthatthe systemcancontrol. As describedn Sec-
tion 5.3andAppendixA, eachFlaskobjectmanagede-
nes permissiongor all servicesvhich obsene or mod-
ify the stateof its objectsandprovides ne-graineddis-
tinctionsamongits services Theadvantage®f theFlask
controlsover merelyinterceptingrequestswvere clearly
illustrated.

Thesecondotentialsourceof in e xibility is thelimi-
tationonthe operationghatmaybeinvokedby thesecu-
rity policy. In Flask,the securitysener may useary of
theinterfacesprovidedby the objectmanagersFurther
more,the Flaskarchitecturgrovidesthe securitysener
with theadditionalinterfacegprovidedby the AVC mod-
ule in eachobjectmanager However, this is obviously
notthe sameashaving accesgo ary arbitraryoperation.
For example,if the security policy requiresthe ability
to invoke anoperationwhich is strictly internalto some
object managerthe object managemwould have to be
changedo supportthatpolicy.

Thethird potentialsourceof in e xibility istheamount
of stateinformationavailableto the securitypolicy for
making security decisions. Basedupon our previous
analysisof policiesfor DTOS, the provision of a pair of
SIDsis sufcient for mostpolicies[43, Sec.6.3]. How-
ever, the limitation to two SIDsis a potentialweakness
in the currentFlaskdesign.The descriptionof the Flask

le senerin SectionA.1 identi es onecasewhereaper
missionultimately dependsupon three SIDs and must
bereducedo acollectionof permissiongmongpairsof
SIDs. An evenworsesituationis if the securitydecision
shoulddependupona parameteto a requesthatis not
represente@sa SID. Considera requesto changethe
schedulingpriority of athread.Herethe securitypolicy
mustcertainlybeableto make adecisiorbasedn parton



therequestedgbriority. This parametecanbe considered
within the currentimplementatiorby de ning separate
permissiondor someclassesf changesfor instance,
increasinghe priority canbea differentpermissiorthan
decreasinghe priority. But it is not practicalto de ne
a separatgermissionfor every possiblechangeto the
priority.

This is not a weaknessn the architecturetself, and
the designcould easily be changedto allow for a se-
curity decisionto be representeds a function of arbi-
trary parametersHowever, the performancef the sys-
temwould certainlybe impactedby sucha change pe-
causeanaccesyectorcachesupportingarbitraryparam-
eterswould be muchmorecomplicatedhanthe current
cache.A bettersolutionmay be to expandthe interface
only for thosespeci ¢ operationghat requiredecisions
basedupon more complex parametersand to provide
separatecachingmechanismgor thosedecisions. The
Flaskprototypeprovidesa researctplatformfor explor-
ing theneedfor aricherinterfaceto bettersupportpolicy
e xibility .

6.2 Performance

All measurementis this sectionweretakenusingthe
time-stampcounterregisteron a 200MHz PentiumPro
processowith a 256KB L2 cacheand64MB of RAM.
While a completeassessmerdf performancerequires
analysisof all objectmanagerswe limit oursehesto the
microkernel, and primarily to IPC sinceit is a critical
pathwhich mustbe factoredinto all higherlevel mea-
surements.

6.2.1 Object Labeling The sggment SID for ary
pieceof mappedphysicalmemoryis readily available,
sinceit is computedwhena virtual-to-physicaladdress
translationis createdandis storedalongwith thattrans-
lation. As the addresdranslationmust be obtainedat
objectcreationtime anyway, theadditionalcostof label-
ing is minimal. We veri ed this by measuringhe costto
createthesimplestkernelobjectin bothFluke andFlask,
shaving theworstcaseoverhead Flaskaddedl%to the
operation(3.62versus3.66 us).

6.2.2 IPC Operations This sectionpresentperfor
mancemeasurementfor IPC operationsundervarious
messagaizesandalsomeasureshe impactof caching
within themicrokernel.Table2 presentsimingsfor ava-
riety of client-serer IPC microbenchmark$or the base
Fluke microkerneland underdifferentscenariosn the
Flasksystem Thetestaneasureross-domaitransferof
varyingamountsof data,from clientto sener andback
again.

For all of thetestsperformedon Flaskin Table2, the
requiredpermissionsare available in the accessvector

Flask

Fluke [ nawve client client
messagsize | (uS) identi cation | impersonation
“Null” 13.5 +2% +9% +6%
16-byte 150 | +2% +4% +6%
128-byte 15.8 +1% +2% +5%
1k-byte 219 | +2% +2% +4%
4k-byte 429 | +1% +1% +2%
8k-byte 785 | +1% +5% +1%
64Kk-byte 503 +0% +6% +0%

Table2: Performancef IPCin Flaskrelative to the baseFluke sys-
tem. A “Null” IPC actuallytransfersaminimal message bytesin the
currentimplementationin Fluke, thetestsusethe standard-luke IPC

interfacesin a systemcon gured with no Flaskenforcementnecha-
nisms. Absolutetimesare shavn in this columnasa basisfor com-
parison.Naiverunsthe sametestson the Flaskmicrokernel. In client
identi cation, the testshave beenmodi ed to usethe Flask-speci c
senersidelPC interfaceto obtainthe SID of the client on every call.

Client impesonationusesthe client-sidelPC interfaceto specify an
effective SID for every call.

cacheatthelocationidenti ed by a“hint” within theport
referencestructure. While we have provided the data
structuresto allow for fast queriesof previously com-
putedsecuritydecisionswe have not doneary speci ¢

codeoptimizationto speedup the execution. Therefore
it wasencouragindgo nd thatthe additionof thesedata
structuresaloneis sufcient to almostcompletelyelimi-

nateary measurablénpactof the permissiorchecks.

The mostinterestingcasein Table?2 is the naivecol-
umn,becausé representthemostcommonform of IPC
in the Flasksystem.Along this paththereis only a sin-
gle Connecpermissiorcheck.Theresultsshav aworst-
case€% (~50machinecycle) performancéit. Aswould
beexpectedtherelative effect of thesingleaccessheck
diminishesasthe size of the datatransferincreasesind
memorycopy costsbecomethe dominatingfactor The
client identi cation column hasa larger than expected
impactdueto thefactthat,in thecurrentimplementation,
theclientSID is passedcrosgheinterfaceto thesener
in aregisternormallyusedfor datatransfer This forces
an extramemorycopy (particularlyobviousin the Null
IPCtest). Thesigni cant effecton large datatransferds
unexpectedandneeddo beinvestigated.The clientim-
personationcolumnshaws theimpactof checkingboth
the ConnectandSpecifyClienpermissions.

The effect of not nding the permissionthroughthe
hintis shavnin Table3, whichpresentsherelative costs
of retrieving asecuritydecisionfrom the cacheandfrom
thesecuritysener. Theoperatiorbeingperformeds the
mostsensitve of the IPC operationsroundtrip of trans-
ferof a“null” messagbetweeraclientandasenerand
is consequentlyepresentatie of theworstcase.

Thecadecolumnshavsthattheuseof thehintis sig-
ni cant in thatit reduceghe overheadrom 7% to 2%.



Flask
using using | calling | calling
Fluke hint cache| trivSS | realSS
“Null® 13.5us | 13.8us | 14.4us | 43.4us | 82.5us
+2% +7% | +221% | +511%

Table 3:  Marginal cost of securitydecisionsin Flask. The rst
two columnsrepeatdatafrom Table 2, identifying the relative costof
Flaskwhentherequiredpermissioris foundin theacceswvectorcache
(AVC) usingthe hint. Thethird columnis the time requiredwhenthe
hint wasincorrectbut the permissiorwasstill foundin the AVC. The
trivSScolumnis thetime requiredwhenthe permissioris not foundin
the AVC, anda“trivial” securitysener, whichimmediatelyreturnsan
accessuling with all permissiongrantedjs used.TherealSScolumn
is the time requiredwhenthe permissionis not foundin the AVC and
anaccessuling is computedoy our prototypesecuritysener.

ThetrivSScolumnshavs a morethantripling of thetime
requiredin the baseFluke case.The IPC interactionbe-
tweenthe microkernelandsecuritysenerrequiredrans-
fer of 20 bytesof datato the securitysener (alongwith
theclient SID) andreturnof 20 bytes.Sincethe permis-
sionfor this IPC interactionis found usingthe hint, we
seefrom Table2 thatover half of theadditionaloverhead
is dueto the IPC. Theremaindef the overheads due
totheidenti cation of therequesfor a securitydecision,
constructiorof the securitysener requesin the kernel,
and the unmarshalingand marshalingof parametersn
thesecuritysener itself. Theadditionaloverheadn the
realSScolumncomparedo thepreviouscaseis thetime
requiredio computeasecuritydecisionwithin our proto-
type securitysener. Thoughno attempthasbeenmade
to optimizethe securitysener computationsthis result
pointsoutthattheaccesyectorcachecanpotentiallybe
importantregardlesof whetherinteractionswith the se-
curity senerrequireanIPC interaction.

6.2.3 Revocation Operations The possible micro-
kernelrevocationoperationsredescribedn Sectiorb.4.
For demonstratiorpurposeswe choseto evaluatethe
mostexpensve of thoseoperations|PC revocation. Ta-
ble 4 shaws the resultswith varying numbersof active
connections.The large basecaseis dueto the needto
stop all threadsin the systemwhenan IPC revocation
is processed.The Fluke kernel providesa mechanism
to cancelathreadandwait for it to entera stoppedstate
whenthekernelwishesto examineor modify thethreads
state. The stopoperationcannotbe blockedinde nitely
by thethreadS actiities nor by theactivities of ary other
thread.Sinceathreadmustbe stoppedorior to examina-
tion in orderto ensurethatit is in a well-de ned state,
the currentFlaskimplementatiormust stop all threads
whenan IPC revocationis processedThus,the current
implementatiormeetsthe completenesand timeliness
requirementf the architecturebut is quite costly In
contrastthe actualcostto examineandupdatethe state

connections| revocationtime
1 1.55ms
2 1.56ms
4 1.57ms
8 1.60ms
16 1.65ms

Table4: Measured:ostof revoking IPC connectionsA connection
is establishedrom aclientto asenerandthenis immediatelyrevoked.

Increasinghumbersf interposedhreadsareusedto increasehework

donefor eachrevocation.

of the affectedthreadsis smallin relation, and as ex-
pectedscaleslinearly with the numberof connections.
ChangingheFluke kernelto permitgreaterconcurrenyg
duringthe processingf a revocationrequestemainsas
futurework.

The frequeng of policy changess obviously policy
dependenthut the usualexamplesof policy changesre
externallydrivenandthereforewill beinfrequent.More-
over, aperformancdossin asystenmwith frequentpolicy
changeshouldnot be unexpectedasit is fundamentally
a new featureprovided by the system. Obviously, even
theseuncommoroperationshouldbe completedasfast
aspossible but that hasnot beena major consideration
in the currentimplementation.

6.2.4 Macrobenchmark A macrobenchmarkvalu-
ationof theFlaskprototypeis dif cult to perform.Since
Flaskis aresearctprototype,t hasonly limited POSIX
supportand mary of the senersare not robust or well

tuned.As aresult,it is dif cult to runnon-trivial bench-
mark applications. Neverthelesswe performeda sim-
ple comparison runningmake to compile andlink an
applicationconsistingof 20.c and4 .h les for ato-

tal of 8060linesof code(includingcommentsandwhite
space)aboutl90KBtotal.

The testervironmentincludedthreeobjectmanagers
(the kernel,BSD lesystem sener and POSIX process
manager)along with a shell and all the GNU utilities
necessaro build theapplication(make, gcc , Id , etc.).
The Flaskcon guration of thetestincludesthe security
sener with the threeobjectmanagerson guredto in-
cludethe securityfeaturesdescribedn Section5.3 and
AppendixA. For eachcon guration,we ranmake ve
times,ignoredthe rst run,andaveragedhetime of the
nal four runs(theinitial run primedthe dataandmeta-
datacachedn the lesystem). To give a senseof the
absoluteperformancef the baseFluke systemwe also
ran the testunderFreeBSD2.1.50n the samemachine
and lesystem. Table5 summarizeshe experiment.

Theslowdown for Flaskoverthe baseFluke systenis
lessthan5%. By runningthe Flaskkernelwith unmodi-
ed Fluke objectmanager¢Flask-FFS-PN), we seethat



[ OSCong | Time(sec) |
BSD 18.6
Fluke 39.9
Flask 41.7(4.5%)
Flask-FFS-PM| 40.9(2.5%)
Fluke-memfs | 24.7
Flask-memfs | 27.4(11%)

Table 5: Resultsof running make to compile and link a sim-
ple applicationin variousOS con gurations. BSDis FreeBSD2.1.5,
Flask-FFS-PMis the Flaskkernelwith the unmodi ed Fluke lesys-
temsener andprocessnanagerandthe memfsentriesusea memory-
basedlesystemin placeof thedisk-basedlesystem. Percentageare
theslowdownsvs. the appropriatéaseFluke con gurations.

the overheadis pretty evenly divided betweenthe ker-
nel andthe otherobjectmanagergprimarily the lesys-
tem sener). However, this modestslovdown is against
a Fluke systemwhich is overtwice asslow onthesame
testasacompetitive Unix system(BSD). Thebulk of this
slovdownis dueto theprototype lesystemsenerwhich
doesnotdoasynchronousr clustered/O operationsTo
factorthis out, we reranthe testsusinga memory-based
lesystemwhich supportshe sameaccesshecksasthe
disk-basedesystem. Thelasttwo linesof Table5 shav
the resultsof thesetests. Note that the Flask overhead
hasincreasedo 11%, aslessis masled by the disk I/O
lateng.

Table 6 reportsthe numberof securitydecisionsthat
wererequestedy eachobjectmanageduringtestingof
theFlaskcon gurationandhow thosedecisionsverere-
solved. The numbersincludeall ve runsof make as
well astheinterveningremoval of theobject les. These
resultsreafrm the effectivenesf cachingsecurityde-
cisions,with well over 99% of therequestseverreach-
ing the securitysener.

6.2.5 PerformanceConclusions Initial microbench-
marknumberssuggesthatthe overheadf the Flaskmi-

crokernelmechanism&an be madeneggligible through
the useof the accessectorcacheandlocal hintswhen
appropriate. They also highlight the needfor an ac-
cessvectorcachesothatcommunicationsvith the secu-
rity senerandsecuritycomputationsvithin the security
senerareminimized.They alsopointto severalareador

potentialoptimization,suchasthe AVC implementation,
the communicationénfrastructureandthe prototypese-
curity sener computations.A completeanalysisof the
effectivenesof the AVC remainsasfuturework. Issues
suchasthe optimal cachesize andthe sensitvity of the
AVC hit ratiosto policy changesemainto be explored.

Resultsof the simplemacrobenchmartestareincon-
clusive. Althoughthe performanceémpactnumbersare
encouraging5-11%slovdown), the bad absoluteper
formanceof the prototype systemcannotbe ignored.

Resolution
Object Total using using | calling
Manager | queries hint cache SS
Kernel 603735 | 175585 | 428121 29
FFS 76708 N/A 76700 8
PM 892 N/A 890 2

Table6: Resolutiorof requestedecuritydecisionsduringthe com-
pilation benchmark Numbersarefrom the Flask con guration of Ta-
ble 5 andincludesall verunsof make andmake clean .

More completelyexploringthe performanceverheacdf
the Flask securityarchitectureremainsas future work,
andwill likely bedonein the contet of a Linux or OS-
Kit implementatiorof thearchitectureThiswill permit
morerealisticworkloadsto be measured.

6.3 Scaleand Invasivenesf Flask Code

In Table7 we presentiatathatgive aroughestimateof
the scaleandcompleity of adding ne-grainedsecurity
enforcemento the baseFluke componentsOverall, the
Fluke componentsncreasedn sizelessthan8%. Al-
thoughthe kernelincreasedhe mostat 19%, for large
objectmanagershe percentagés reassuringhysmall (4—
6%). Of thesemodi cations, we examinedthe magni-
tude of changesnvolved by classifyingeachchanged
location as “trivial” changes(e.g., one-line changes,
#define changeshameor parameterchangesgetc.)
or “non-trivial.” For the processmanager57% of the
changedell into the trivial categgory. For the kernel, a
similar percentagef the changeaveretrivial, 61%, de-
spite the fact that the kernelis an order of magnitude
largerandmorecomplicatedhanthe processnanager

The changesequiredto implementthe Flasksecurity
architecturelid notinvolve ary modi cationsto the ex-
isting Fluke API. Extendectallswereaddedo the exist-
ing API to permitsecurity-avareapplicationgo usethe
additionalsecurityfunctionality, suchasthe client and
sener identi cation support. All applicationsthat run
onthebaseFluke systemcanbe executedunchangean
Flask.

7 Summary

This paperdescribesan operatingsystemsecurityar
chitecturecapableof supportinga wide rangeof security
policies,andthe implementatiorof this architectureas
partof the Flaskmicrokernel-basedperatingsystem.lt
providesa usablede nition of policy e xibility, identi-

es limitationsof this de nition andhighlightsthe need
for atomicity It shows that capability systemsandin-
terpositiontechniquesreinadequatdor achieving pol-
icy exibility. It presentghe Flaskarchitectureandde-
scribeshow Flaskovercomeghe obstaclego achieving



Component| FlukeLOC | +Flask | %lIncr | #Locs. | %Locs.
Kernel 9271 1795 19.3 258 24
FFS 21802 1342 6.2 14 .06
Proc.Mgr 925 196 21.2 85 9.2
Net Sener 24549 1071 4.4 224 9.1
Total 58435 4575 7.8 647 1.1
Table7: “Filtered” sourcecodesizefor variousFlaskcomponents

andthe numberof discretelocationsin the baseFluke codethatwere
modi ed. This countof sourcecodelines lters out commentsplank
lines, preprocessatirectives,andpunctuation-onlyines,andtypically
is 1/4 to 1/2 the size of un ltered code. The network sener count
includesthe ISAKMP andIPSECdistributions,countingasmodi ca-
tions all Flask-speci cchangego them andthe baseFluke network
component.

policy e xibility, including the needfor atomicity. Al-
thoughtheperformancevaluationof theFlaskprototype
is incomplete this paperdemonstratethatthe architec-
tureis practicalto implementand e xible to use.More-
over, thearchitectureshouldbe applicableto mary other
operatingsystems.

Availability
TheFlasksoftwareanddocumentatiorreavailableat
<http://www.cs.utah.edu/flux/flask/ >,

A Other Flask object managers

Thisappendidescribeshespeci c featureghathave
beenaddedio someof the Flaskuserspaceobjectman-
agers Althoughthefollowing subsectionarenotneces-
saryfor understandinghe Flaskarchitecturethey pro-
vide helpful insightinto the detailsof providing policy

e xibility in acompletesystem.

A.1 File Sewer

TheFlask le senerprovidesfour typesof controlled
(labeled)objects: le systemsgirectories,les, and le
descriptionobjects. Since le systemsdirectoriesand
les arepersistenbbjects their labelsmustalsobe per
sistent. The binding of persistentabelsto theseobjects
is shawvn in Figure6. The le sener supportspersis-
tentlabelswithoutsacri cing policy e xibility or perfor
manceby treatingsecuritycontextsasopaquestringsand
by mappingtheselabelsto SIDs by a queryto the secu-
rity senerfor internalusein the le sener. Controlover
le descriptiorobjectsis separatedfom controloverthe
les themselessothatpropagatiorof accesgo le de-
scription objectsmay be controlledby the policy. As
notedin Section3.1, the ability to controlthe propaga-
tion of accessightsis critical to policy e xibility.

In contrastto the Unix le accesgontrols,the Flask
le senerde nesa permissiorfor eachservicethatob-
senesor modi es the stateof a le or directory For

Secure File Server File System

Vnode Label
PSID/Security]
—
SID/PSID 5 Inode/PSID
Map § Map

Context<—> SID N
i Directories ll
Security Server - and Files l

Figure6: Labelingof persistenbbjects.The le sener maintainsa
tablewithin eachle systemwhichidenti es thesecuritycontet of the
le systemandevery directoryand le within the le systemthereby
ensuringthatthe securityattributesof theseobjectsarepresered even
if the le systemis movedto anothersystem.Thistableis partitioned
into amappingbetweereachsecuritycontext andanintegerpersistent
SID (PSID)anda mappingbetweereachobjectandits persistenSID.
ThesepersistenSIDs arepurelyaninternalabstractiorwithin the le
systemandhave adistinctnamespacdor eachle systemHenceper
sistentSIDs may be lightweightandthe allocationof persistenSIDs
may be optimizedfor eachle system.

example,whereadJnix permitsa procesgo invoke stat
or unlink on a le purely on the basisof the process'
accesgo the le' s parentdirectory the Flask le sener
checksGetattrandUnlink permissiongo controlaccess
tothe le itselfin additionto thedirectory-baseg@ermis-
sions. Suchcontrolsare necessaryo generallysupport
nondiscretionargecuritypolicies. The Flask le sener
also supports ne-grained distinctionsamongservices,
suchasseparat&Vrite and Appendpermissiondor les
and separateéAdd nameand Remae namepermissions
for directorieswhich is importantfor supportingpolicy
e xibility .

The le senerprovidesoperationgo relabel les and
directories sincethe relabeloperationhasthe potential
of beingmuchmoreef cient thanmerelycopying such
objectsinto new objectswith differentlabels. Thereare
a coupleof complicationsof relabeling. First, migrated
permissiongertainingothe le mayneedo berevoked.
For instance changingthe SID of a le may affect the
permissionto write to a le thatis storedin a le de-
scriptionobject. Hence all suchpermissiongrerecom-
putedandrevokedif necessarySecondarelabelingop-
erationcannotbe simply controlledthroughthe SID of
the client subjectandthe SID of the le, but mustalso
involve the newly requestedID. This is addressedby
requiringthreepermissiongor a relabelto complete as
shavn in Table8. Theprovision of asinglerelabeloper
ationis alsohelpfulfrom apolicy e xibility perspectie,
sincethe policy logic canbe directly expressedn terms
of ary of thesethreepossibleSID pairs.In contrastjm-
plementinghe samepolicy logic in termsof the permis-



SOURCE TARGET | PERMISSION
SubjectSID | File SID RelabelFrom
SubjectSID | New SID | Relabel®

File SID New SID | Transition

Table8: Permissionrequirementsor relabelinga le. Additionally,
the subjectmustpossessSeach permissionto every directoryin the
path.

sionscontrolling operationgnvolvedin copying an ob-
jectwould be complicatedhy the muchwealer coupling
amongtherelevantSIDs.

The le senerdesignproposesheuseof the Flaskar
chitectures polyinstantiationsupportfor securityunion
directories(SUDs); however, the designfor SUDs has
notyetbeenimplementedSUDsarea generalizatiorof
the partitioneddirectory approachtaken by multi-level
secureUnix systemsfor dealingwith /tmp. The SUD
mechanisms designedo usethe polyinstantiatiorsup-
port to determinethe preferredmemberdirectory for
eachclientto acces$y default. However, unlike thesim-
ple partitioneddirectoryapproachthe SUD mechanism
providesauni ed view of all accessiblenemberswithin
the polyinstantiateddirectoryto clientsbaseduponac-
cesgdecisiondetweertheclientandthe memberdirec-
tories.

Aswasnotedin Section3.2, le seneroperationgro-
vide a simpleexampleof the problemswith implement-
ing security controlsat the sener's external interface.
The Flask le senerdravsits le systemimplementa-
tion from the OSKit [12] whoseexportedCOM inter-
facesaresimilar to the internal VFS interface[27] used
by mary Unix le systemslt waspossibleo implement
the Flasksecuritycontrolsat thatinterfacewherethese
problemsdo notexist.

A.2 Network Serer

Abstractly the Flasknetwork sener ensureghat ev-
ery network IPC is authorizedby the security policy.
Of course,a network sener cannotindependentlyen-
surethata network IPCis authorizedy thepolicy of its
node,sinceit doesnothave end-to-enctontrolover data
delivery to processesn peernodes.Instead,a network
sener must extend somelevel of trustto its peernet-
work senersto enforceits own securitypolicy, in com-
binationwith their own securitypolicies, over the peer
processesThisrequiresareconciliationof securitypoli-
cies,which would be handledby a separatenegotiation
sener. The currentnegotiationsener is limited to ne-
gotiating network security protocolsand cryptographic
mechanismsisingthe ISAKMP [33] protocol. The pre-
ciseform of trustandthe preciselevel of trustextended
to peemetwork senerscanvarywidely andwouldbede-

SOURCE TARGET LAYER
ProcessSID SocletSID Soclet
MessageSID | Soclet SID Transport
MessageSID | NodeSID Network
NodeSID NetInterfaceSID

Table9: Layeredcontrolsin thenetwork protocolstack.Eachlayer
appliescontrolsbaseduponthe SIDs of the abstractionglirectly ac-
cessibleat thatlayer Node SIDs are provided to the network sener
by a separatenetwork security sener, which may query distributed
database$or securityattributes,and network interface SIDs may be
locally con gured.

ned within the policy. Extendingthe conceptof policy
e xibility to a networked ervironmentwill requiresuch
supportfor comple trustrelationships.

The principal controlledobjecttype for the network
seneris thesoclet. For soclet typesthatmaintainmes-
sageboundariege.g., datagram)thenetwork seneralso
bindsaseparat&ID to eachmessagsentor recevedon
asoclet. For othersoclettypes,eachmessagés implic-
itly associateavith the SID of its sendingsoclet. Since
messagesrossthe boundaryof control of the network
sener, and may even crossa policy domainboundary
thenetwork senermayneedto applycryptographigro-
tectionsto messagem orderto presere the securityre-
quirementsof the policy and mustbind the securityat-
tributesof the messagdo the message.Our prototype
network sener usesthe IPSEC[26] protocolsfor this
purposewith securityassociationsstablishedby thene-
gotiation sener. The negotiation sener may not pass
SIDsacrosghenetwork, sincethey areonly localidenti-

ers; insteadthe negotiationsener mustpasstheactual
securityattributesto its peer which canthen establish
its own SID for the correspondingecuritycontet. Al-
thoughthe negotiationsener musthandlesecuritycon-
texts, it doesnotinterpretthem,andthusremaingolicy-
e xible. Attribute translationandinterpretatiormustbe
performedby the correspondingsecuritysenersin ac-
cordancewith the policy reconciliation.

The network sener controlsare layeredto matchthe
network protocollayeringarchitecture.Hence,the ab-
stractcontrol over the high-level network IPC services
consistsf a collectionof controlsover the abstractions
ateachlayer, asshovn in Table9. Thelayeredcontrols
provide the policy with the ability to preciselyregulate
network operationsusingall the informationrelevantto
securitydecisionsandthey allow the policy to take ad-
vantageof speci ¢ characteristicef the differentproto-
cols(e.g., theclient/sererrelationshign TCP).Thenet-
work sener provides anotherexampleof the problems
with implementingsecuritycontrolsatthesener's exter-
nal interface. This is dueto the needto controlabstrac-
tionsandinterposeon operationsvhich arenotexported



by the network sener's externalinterface.

Sincethe TCP and UDP port spacesare x ed re-
sourcesthe network sener usesthe Flaskarchitectures
polyinstantiatiorsupportfor securityunion port spaces
(SUPs). SUPsare analogougo the SUDsdiscussedn
SectionA.1. The polyinstantiationsupportis usedto
determinethe preferredmemberport spacewhena port
numberis associatedvith a soclketandwhenanincom-
ing paclet hasa destinatiorport numberwhich existsin
multiple memberport spacesThe SUPmechanisnpro-
videsa uni ed view of all accessiblgort spaceswithin
thepolyinstantiateghortspacéasednaccesslecisions.

Many of the detailsof the Flask network sener and
othersenersthatsupportit arebeyondthe scopeof this
paper A muchmore detaileddescriptionof an earlier
versionof the Flasknetwork sener canbefoundin [9].

A.3 ProcesdManager

The Flask processmanagerimplementsthe POSIX
procesabstractionproviding supportfor functionssuch
asfork andexecve Thesehigherlevel processabstrac-
tions arelayeredon top of Flaskprocesseswhich con-
sistof an addresspaceandits associatedhreads.The
processnanageprovidesonecontrolledobjecttype,the
POSIXprocessandbindsaSID to eachPOSIXprocess.
Unlike the SID of a Flaskprocessthe SID of a POSIX
processnaychangehroughanexecve SuchSID transi-
tionsarecontrolledby the processlransitionpermission
betweerthe old andnew SIDs. This control permitsthe
policy to regulatea processability to transitionto differ-
entsecuritydomains Defaulttransitionanaybede ned
by the policy throughthe default objectlabelingmecha-
nismdescribedn Section5.2.1.

In combinationwith the le sener and the micro-
kernel,the procesamanagelis responsibl€or ensuring
thateachPOSIXprocesss securelyinitialized. The le
sener ensureghatthe memoryfor the executableis la-
beledwith the SID of the le. The microkernelensures
that the processmay only executememoryto which it
hasExecuteaccess.The processnanageinitializesthe
stateof transformedPOSIX processessanitizingtheir
ervironmentif the policy requirest.
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